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Outline

e Cryptography Basics
e Introduction to Finite (Galois) Fields

e AES Overview

2/34



Learning Objectives

By the end of this lecture you will...

e Have a basic understanding of cryptography
e Have an operational understanding of the fundamental mathematics used in AES

e Understand the basic process of AES
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Cryptography Basics



HTTP packets can be easily sniffed
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Host: 192.168.1.40\r\n

Connection: keep-alive\r\n

Upgrade-Insecure-Requests: 1\r\n

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;g=0.8\r\n
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.@ Safari/665.1.15\r\n

Referer: http://192.168.1.40/REQ=0N?\r\n
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©  Packets: 484207 - Displayed: 887 (0.2%)

Profile: Default

Anyone on the same Wi-Fi network, or any router along the way, can read (or change)

every request.
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Why Is Encryption Important?

Imagine you want to send a message to your friend, but you don’t have a secure channel
todo it.

Q: How can you send a message?

A: Use a code, or cipher, to encode and decode the information.
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Eliminating the need for a secure channel

To be able to decode our encrypted messages, we need a secure channel to transmit the
key. Otherwise, everyone will have access to the key and be able to decrypt our messages.

Your browser has never talked to github.com before. There’s no secure channel to share
a key in advance.

What if we don’t have a private channel to begin with?
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Public Key Cryptography

Enter public key cryptography. The basic process is as follows:

1. Generate two keys: public and private with the property that messages encrypted with
the private key can only be decrypted with the public key and vice versa.

2. Publicly share your public key along with your name.

3. Encrypt messages with your private key and send.

4, Recipient uses your public key to decrypt.

This confirms that messages are sent from you.

Can be made even more powerful when you encrypt with your private key and your
recipient’s public key. This confirms the sender’s identity and ensures that only the
recipient can decrypt the message.
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Key Terms in Cryptography

e Symmetric vs. Asymmetric encryption

= Symmetric: Same key used to encrypt and decrypt [ex. Advanced Encryption
Standard (AES)]

= Asymmetric: Different keys (key pair) used to encrypt and decrypt [ex. Rivest-
Shamir-Adleman (RSA)]

e Plaintext: Unencrypted information
e Key: Code used to encrypt/decrypt the information

e Ciphertext: Encrypted information
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Why Not Use Public Key for Everything?

Public key cryptography is slow.

RSA-2048 (public key) AES-128 (symmetric)
Throughput <1MB/s several GB/s

Encrypt a 1 GB movie tens of minutes under a second

AES is roughly 10,000 faster.

Measured with OpenSSL on one core of an Intel Xeon with hardware AES instructions.
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HTTPS: Public Key + AES

What happens when you visit https://github.com:
1. The server sends its certificate: its public key, signed by a trusted authority. This proves
you’re talking to the real server.

2. Browser and server use public key math to agree on a fresh, random AES key for this
connection only.

3. Every byte after that is encrypted with AES.

Public key for the key, AES for the data.

An actual connectionto github.com: TLS 1.3 with TLS_AES_128_GCM_SHA256 (AES with a
128-bit key).
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Finite (Galois) Fields



Finite Fields

Afinite field is a set F' with two operators (4 and -) satisfying the following:

Closure:ifa,b € F,thena+ b € Fanda-b € F.
Identity: 0 and 1 elements exist suchthata + 0 = aanda -1 =aforanya € F.

Inverse: For any a, there exists x and y suchthata + x = 0 and a - y = 1. Except there
is no multiplicative inverse of 0.

Associative, commutative, and distributive properties hold.

The two most common fields are GF(p) and GF(2").
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History

Galois Fields are named after French mathematician
Evariste Galois. He died in a duel at age 20 after being
expelled from college for political protest after the French
revolution. He spent six months in prison developing his
mathematical ideas.
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G F'(p): Arithmetic modulo p

Example: GF'(13): contains 0-12, math is all done mod 13.

e 0and 1 are the identity elements

e Additive inverse of 4is 9 because 4 + 9 =0,

e Multiplicative inverse of 4is 10 because 4 - 10 mod 13 = 1.
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GF(2")

Elements are polynomials in some dummy variable x with coefficients of 0 or 1.
Hence, each coefficient operates mod 2.

Addition, subtraction, and exclusive or are all the same.

This makes the hardware very easy because addition simplifies to bitwise XOR.

Operations are done modulo some characteristic irreducible (prime) polynomial. For
AES, this polynomialis m(z) = 2% + 2% + 2% + 2 + 1.
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Advantages of Galois Arithmetic for Digital Hardware
Example: GF(2%) with characteristic polynomial m(z) = z® + z* + 2° + = + 1.

e Eachelementisan 8-bit number (easy hardware)

e Addition is 8-bit XOR
e Multiplication is shifting
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G F(2°) Hexadecimal Representation
e Expressa = z° + > + 2? + 1 in hexadecimal.

a =0b00101101 =0x2D

e Expressb = z” 4+ 2% + 22 + = + 1in hexadecimal

b=0b11000111 =0OxC7
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GF(2°) Addition

Computec =a + bwherea = 2% + 22 + 2> +landb=z" + 2% + 22 + =z + 1.
a =0b00101101 =0x2D

b=0b11000111 = OXC7

0600101101
®0611000111
0611101010
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GF(2°) Addition
Givena=z’ 4+ 23+ 22+ landb=2" + 26 + 22 +z + 1.
What is the additive identity of a (i.e., what is the zero element)?

a =0b00101101 =0x2D

0

What is the additive inverse of a (i.e., —a)?
a=0b00101101 =0x2D

a
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GF(2%) Multiplication

Whatis a(z) - x wherea = z° + 23 + 22 + 17

a=z’+z° +z°+1= 00600101101
a-x=zx% 4+ 2+ 23+ 2 — 0001011010
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GF(2%) Multiplication

Whatis b(z) - x whereb = 7 + 2% + 22 + = + 1?

b=2a" +2%+ 2>+ 2+ 1= 0611000111
box =5+’ + 23+ 22+ 2 — 06110001110
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GF(2%) Multiplication
a=zg°+z3+2*+1

What is the multiplicative identity of a(x) (i.e., our 1 element)?
a-r=a—x=1

What is the multiplicative inverse of a(x)?

Tricky to find! Need to use Extended Euclidean Algorithm.
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https://en.wikipedia.org/wiki/Extended_Euclidean_algorithm

Galois Field Math Summary

e Addition is XOR.
e Multiplication by x is left shift.
= |f the coefficient of 8 is 0, then you are done.

= Otherwise, you need to reduce modulo anirreducible polynomial. For AES, this
polynomialism(z) = 28 + z* + 23 + = + 1.
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Galois Fields Worksheet



Consider a Galois field GF(2®) with characteristic polynomial
m(z)=z8+zt+23+x+1

1. Express the characteristic polynomial as a hexadecimal number.
Ox{01}1B.
2.Expressc = " + 2% + 23 + 22 4+ = + 1 in hexadecimal.

Ob11001111=0XCF
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3.Letd = z” + 23 + z. Computee = ¢ + d.
d =0b10001010

0611001111
©0610001010
0601000101

4, Compute —d.

d = —d = 0610001010
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5.Computec- x.
{01}9E @ {01}1B

061 1001 1110
¢0b1 0001 1011
060 1000 0101

Ox85

6. Compute c - 2.

=(c-z)-x
Can either approach by iteratively xoring with the m(z) or doing long division.

c-22=z2*+1=0zx11
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The Advanced Encryption
Standard



AES Overview

From the spec:

The Advanced Encryption Standard (AES) specifies a FIPS-approved cryptographic
algorithm that can be used to protect electronic data. The AES algorithm is a
symmetric block cipher that can encrypt (encipher) and decrypt (decipher)
information. Encryption converts data to an unintelligible form called ciphertext;

decrypting the ciphertext converts the data back into its original form, called
plaintext.

The AES algorithm is capable of using cryptographic keys of 128, 192, and 256 bits to
encrypt and decrypt data in blocks of 128 bits.
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128-bit AES

e The cipher works by taking a plain text message and scrambling it into a ciphertext
message in a way that is hard to reverse.

e Scrambling is done 10 times to make it hard. The key changes from round to round.
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AES Data Organization

128-bit message is organized as a matrix of 16 bytes (4x4).

input bytes
ino in4 iﬂg in12
z'n1 ins ing in13
inz in6 inw in14
in3 iﬂ’; iﬂ]] inls

9

Figure 3. State array input and output.

State array

S0,0 | So1 | So2 | So3
S10 | S1,1 | S12 | S13
820 | S2,1 | $22 | 523
830 | 531 | 832 | 833

9

output bytes

oult

out,

oulty

out,,

out

oults

oulg

out3

out,

oultg

outy

outi4

outs

out;

out

oults
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AES Cipher Process

Each step of the cipher involves the following steps

1. SubBytes: take each byte and replace it with a different byte using a randomish lookup
table.

2. ShiftRows: move bytes around in the rows

3. MixColumns: funky Galois multiplication on elements of the columns

4, AddRoundKey: XOR with the key for the current round.
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AES Cipher Pseudocode

Cipher (byte in[4*Nb], byte out[4*Nb], word w[Nb* (Nr+l)])
begin
byte state[4,NDb]

state = in

AddRoundKey (state, w[0, Nb-1]) // See Sec. 5.1.4

for round = 1 step 1 to Nr-1
SubBytes (state) // See Sec. 5.1.1
ShiftRows (state) // See Sec. 5.1.2
MixColumns (state) // See Sec. 5.1.3
AddRoundKey (state, w[round*Nb, (round+l)*Nb-1])

end for

SubBytes (state)
ShiftRows (state)
AddRoundKey (state, w[Nr*Nb, (Nr+l)*Nb-1])

out = state
end

Figure 5. Pseudo Code for the Cipher.'
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